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Risk Analysis Checklist (Final Version)
Project Information
Project Title: ______________________________________
Principal Investigator: ______________________________________
Department/Unit: ______________________________________
Date: ______________________________________

Purpose
This checklist supports the identification and management of research security, export control, compliance, biosafety, biosecurity, information security, AI-related risks, and third-party risks throughout the project lifecycle. It incorporates research security considerations together with export control requirements, including dual-use technology, sanctions screening, technology transfer, military applications, and international collaboration risks. 
Vers

Risk Assessment Methodology
Risk ratings shall be determined using both likelihood and impact.
Likelihood
· 1 = Unlikely
· 2 = Possible
· 3 = Likely
Impact
· 1 = Low
· 2 = Medium
· 3 = High
Risk Matrix
	Likelihood \ Impact
	Low
	Medium
	High

	Low
	Low
	Low
	Medium

	Medium
	Low
	Medium
	High

	High
	Medium
	High
	High


Residual risk shall be reassessed after mitigation measures have been implemented.

1. Sensitive Information, Technology and Security Risks
Does the project involve any of the following? 
☐ Sensitive information, confidential information, personal data, or security-sensitive knowledge.
☐ Technical data, software, hardware, biological materials, or technologies with potential dual-use applications.
☐ Technology, software, information, or equipment intended for military purposes.
☐ Technology, information, or materials that could contribute to chemical, biological, nuclear, or missile-related activities.
☐ Cyber-surveillance technologies, tools, or capabilities.
☐ Research that may have national security implications.
Initial Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Initial Risk Rating: ☐ Low ☐ Medium ☐ High
Mitigation Actions
Risk Owner:
Responsible Function:
Target Date:
Status:
Residual Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Residual Risk Rating: ☐ Low ☐ Medium ☐ High
Comments / Mitigations:

2. Data, Information and Technology Protection
Have project data and information been: 
☐ Appropriately assessed and classified?
☐ Documented and securely stored?
☐ Protected by Multi-Factor Authentication (MFA)?
☐ Restricted to authorized individuals only?
☐ Protected against unauthorized access, disclosure, or transfer?
☐ Assessed for technology transfers that may constitute an export under applicable regulations?
Initial Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Initial Risk Rating: ☐ Low ☐ Medium ☐ High
Mitigation Actions
Risk Owner:
Responsible Function:
Target Date:
Status:
Residual Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Residual Risk Rating: ☐ Low ☐ Medium ☐ High
Comments / Mitigations:

2A. Third-Party, Supplier and Cloud Service Risk
Have the following been assessed?
☐ External suppliers and service providers.
☐ Cloud services used for storage, processing, or collaboration.
☐ Third-party access to project information.
☐ Supplier security controls and certifications.
☐ Data residency and hosting locations.
☐ Contractual security requirements.
☐ Sub-processors and subcontractors.
☐ Vendor incident management capabilities.
☐ Exit and data deletion arrangements.
Initial Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Initial Risk Rating: ☐ Low ☐ Medium ☐ High
Mitigation Actions
Risk Owner:
Responsible Function:
Target Date:
Status:
Residual Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Residual Risk Rating: ☐ Low ☐ Medium ☐ High
Comments / Mitigations:

3. International Collaboration and Due Diligence
Have the following been assessed?
☐ International collaborators and partners.
☐ Funding sources and sponsors.
☐ Ownership and control structures.
☐ Contractual arrangements and intellectual property clauses.
☐ Potential military or defense-related connections.
☐ Does the collaboration involve institutions, researchers, or projects working within EU-defined critical technology areas?
☐ Whether any partner, person, organization, or country is subject to sanctions or restrictive measures.
☐ Whether transfers of information, software, technology, or hardware will occur outside the EU.
Sanctions Screening
☐ Sanctions screening completed and documented.
☐ Date of sanctions screening recorded.
☐ Periodic re-screening planned for long-running projects.
☐ Screening results retained according to institutional requirements.
Date of Screening:
Screening Tool / Source:
Results:

4. Export Control, Research Security and Dual-Use Assessment
Initial Screening
Has the project been assessed for the following?
☐ International collaboration involving non-EU organizations.
☐ Transfer of materials, samples, data, software, technology, technical information, or know-how.
☐ Transfer of materials, data, software, technology, or know-how outside the EU.
☐ Access by external collaborators to KI laboratories, equipment, databases, or research infrastructure.
☐ Involvement of critical technology areas identified by the EU.
If yes, please specify the technology area:


Technology and Research Results
☐ Could the project's results, technology, or outputs be used for both civilian and military purposes (dual-use)?
☐ Does the project involve technology, software, equipment, technical data, or know-how that may be subject to export controls?
☐ Will technical information such as protocols, source code, algorithms, engineering specifications, or detailed methodologies be shared externally?
☐ Are there any restrictions imposed by funders, authorities, contracts, or collaboration agreements regarding dissemination of results?

Materials, Equipment and Samples
☐ Will biological samples, microorganisms, chemicals, reagents, or other sensitive materials be transferred?
☐ Will laboratory equipment, instruments, technical devices, or controlled materials be shipped, loaned, or otherwise made available to external parties?
☐ Has an export control classification already been conducted?

Data and Digital Transfers
☐ Will research data be shared with parties outside the EU?
☐ Will remote access to systems, databases, software, cloud services, or research environments be provided?
☐ Could the transferred data enable replication, development, or use of sensitive technologies, biological agents, or advanced capabilities?

End-User and End-Use Assessment
☐ Is the end-user clearly identified?
☐ Is the intended end-use clearly known and documented?
☐ Is there a risk that the technology, data, materials, or results could be be used for military, defence-related, surveillance, or other unintended purposes?
☐ Have due diligence checks been completed on collaboration partners and recipients?
☐ Is any partner located in a sanctioned, embargoed, or otherwise restricted country?

Biological Research Security
☐ Does the project involve pathogens, toxins, genetically modified organisms, or other biological agents?
☐ Could the research reasonably increase the capability to create, modify, enhance, or disseminate biological agents?
☐ Has any Dual-Use Research of Concern (DURC) or equivalent research security assessment been conducted?
☐ Could the research results reasonably be misused in a manner that may harm human health, animal health, or the environment?

Escalation Requirements
The Export Control Coordinator must be consulted if any of the following apply:
☐ Critical technology area involved.
☐ Potential dual-use risk identified.
☐ Transfer of technology, software, data, know-how, materials, or samples outside the EU.
☐ Export control classification is uncertain.
☐ Potential military, surveillance, or defence-related application exists.
☐ Research involves biological agents with potential misuse concerns.
Contact: exportkontroll@ki.se

Initial Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Initial Risk Rating: ☐ Low ☐ Medium ☐ High

Mitigation Actions
Risk Owner:
Responsible Function:
Target Date:
Status:

Residual Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Residual Risk Rating: ☐ Low ☐ Medium ☐ High
Comments / Mitigations:

5. Potential Misuse and Unintended Consequences
Initial Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Initial Risk Rating: ☐ Low ☐ Medium ☐ High
Mitigation Actions
Risk Owner:
Responsible Function:
Target Date:
Status:
Residual Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Residual Risk Rating: ☐ Low ☐ Medium ☐ High
Comments / Mitigations:

6. Legal, Ethical and Compliance Requirements
Initial Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Initial Risk Rating: ☐ Low ☐ Medium ☐ High
Mitigation Actions
Risk Owner:
Responsible Function:
Target Date:
Status:
Residual Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Residual Risk Rating: ☐ Low ☐ Medium ☐ High
Comments / Mitigations:

7. Awareness, Training and Incident Reporting
Initial Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Initial Risk Rating: ☐ Low ☐ Medium ☐ High
Mitigation Actions
Risk Owner:
Responsible Function:
Target Date:
Status:
Residual Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Residual Risk Rating: ☐ Low ☐ Medium ☐ High
Comments / Mitigations:

8. Biotechnology, Biosafety and Essential Societal Activities
Initial Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Initial Risk Rating: ☐ Low ☐ Medium ☐ High
Mitigation Actions
Risk Owner:
Responsible Function:
Target Date:
Status:
Residual Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Residual Risk Rating: ☐ Low ☐ Medium ☐ High
Comments / Mitigations:

9. Ongoing Risk Management
Initial Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Initial Risk Rating: ☐ Low ☐ Medium ☐ High
Mitigation Actions
Risk Owner:
Responsible Function:
Target Date:
Status:
Residual Risk Assessment
Likelihood: ☐ Low ☐ Medium ☐ High
Impact: ☐ Low ☐ Medium ☐ High
Residual Risk Rating: ☐ Low ☐ Medium ☐ High
Comments / Mitigations:

Overall Project Assessment
	Area
	Low
	Medium
	High

	Research Security
	☐
	☐
	☐

	Data Protection
	☐
	☐
	☐

	International Collaboration
	☐
	☐
	☐

	Export Control
	☐
	☐
	☐

	Compliance & Ethics
	☐
	☐
	☐

	Biosafety / Biosecurity
	☐
	☐
	☐

	AI and Emerging Technologies
	☐
	☐
	☐

	Suppliers / Cloud Services
	☐
	☐
	☐

	Overall Project Risk
	☐
	☐
	☐


Residual Overall Risk
☐ Low
☐ Medium
☐ High

Independent Review
Required?
☐ Yes
☐ No
Reviewer:
Function:
Review Date:

Approval
Approved By:
Role:
Date:

Escalation Criteria
Expert review is required if: 
· Any area is assessed as High Risk.
· Residual risk remains High after mitigation.
· The project involves controlled dual-use technology.
· Military applications may exist.
· Cyber-surveillance capabilities are involved.
· Sanctioned entities or countries are involved.
· International technology transfer may require export authorization.
· Biotechnology research presents significant biosafety or biosecurity concerns.
· AI systems create significant ethical, security, privacy, or dual-use concerns.
· External cloud providers process sensitive or security-sensitive information.
· Sanctions screening identifies a potential match requiring investigation.
· Critical suppliers or third parties present significant security concerns.

Support
For assistance with research security, export control, compliance, sanctions screening, technology classification, AI risk assessments, supplier reviews, information security, or biosafety matters, contact the relevant institutional expert functions.

Guidance for Researchers: How to Complete the Research Risk Analysis Checklist
Purpose
This guidance is intended to help researchers complete the Research Risk Analysis Checklist consistently and effectively. The objective is not to eliminate all risks, but to identify, assess, document, and manage risks associated with research activities. 
The checklist should be completed:
· Before a project starts.
· When applying for external funding.
· Before establishing new international collaborations.
· Before transferring data, technology, materials, or know-how.
· Whenever a project changes significantly.
· During periodic project reviews. 

General Principles
Be Evidence-Based
Document facts rather than assumptions.
Example
✅ "Partner university is publicly funded and has been screened against EU sanctions lists."
❌ "Partner seems trustworthy."

Consider Both Current and Future Risks
Consider not only current activities but also:
· Future publications.
· New project partners.
· Additional datasets.
· Technology transfer activities.
· Commercialization opportunities.
· AI model deployment or sharing.

Apply the Risk Matrix
Evaluate:
Likelihood
	Rating
	Description

	Low
	Unlikely to occur

	Medium
	Possible

	High
	Likely to occur


Impact
	Rating
	Description

	Low
	Limited impact

	Medium
	Significant operational or compliance consequences

	High
	Major legal, security, ethical, or reputational consequences


Use the matrix provided in the checklist to determine the overall risk rating.

Document Mitigation Measures
A mitigation should be specific and actionable.
Good examples
· Restrict access to authorized project members.
· Implement MFA.
· Conduct export control review.
· Complete sanctions screening.
· Store data in approved research environments.
· Remove personal identifiers before sharing data.
Poor examples
· "Be careful."
· "Increase awareness."
· "Monitor the situation."

Assign Ownership
Every identified risk must have:
· Risk Owner
· Responsible Function
· Target Date
The Risk Owner is accountable for ensuring mitigation measures are implemented.
Typical owners:
	Risk Type
	Typical Risk Owner

	Research Security
	Principal Investigator

	Export Control
	PI with Export Control Support

	Data Protection
	PI with Data Protection Officer

	Information Security
	PI with Information Security Function

	Biosafety
	PI with Biosafety Officer



Section-by-Section Guidance
1. Sensitive Information, Technology and Security Risks
Assess whether the project involves:
· Personal data.
· Sensitive personal data.
· Confidential information.
· Security-sensitive information.
· Dual-use technologies.
· Military applications.
· Cybersecurity-related technologies.
· National security implications. 
Typical High-Risk Examples
· Advanced sensors.
· Encryption technologies.
· AI-enabled surveillance systems.
· Sensitive biomedical research.
· Research involving strategic infrastructure.
Possible Mitigations
· Access restrictions.
· Secure storage.
· Need-to-know access.
· Technology classification review.

2. Data, Information and Technology Protection
Assess how information is protected. 
Consider:
· Data classification.
· Data storage location.
· User access management.
· MFA implementation.
· International access.
· Cloud platforms.
Questions to Ask
· Who can access the data?
· Is MFA enabled?
· Is data encrypted?
· Is access logged?
· Can data be downloaded externally?
Typical Mitigations
· MFA.
· Encryption.
· Data loss prevention controls.
· Access reviews.

2A. Third-Party, Supplier and Cloud Service Risk
Assess suppliers and external services.
Examples:
· Cloud providers.
· Data analysis vendors.
· AI service providers.
· Contract research organizations.
· External laboratories.
Evaluate
· Supplier security certifications.
· Data processing arrangements.
· Data hosting locations.
· Subcontractors.
· Third-party access to research information.
Typical Mitigations
· Security assessment.
· Data Processing Agreement (DPA).
· Contractual security requirements.
· Restrict third-party access.

3. International Collaboration and Due Diligence
Assess all project partners. 
Review:
· Organization.
· Funding source.
· Ownership.
· Known military affiliations.
· Research field.
· Country-related risks.
Sanctions Screening
Document:
· Screening date.
· Screening tool.
· Results.
Conduct screening before collaboration begins and repeat periodically for long-running projects.
Escalate If
· Sanctions hits occur.
· Ownership structures are unclear.
· Military affiliations are identified.

4. Export Control and Dual-Use Assessment
Determine whether:
· Technology is controlled.
· Technical assistance is provided.
· Software is exported.
· Data is shared internationally.
· Dual-use items are involved. 
Red Flags
· Advanced computing.
· Encryption.
· Aerospace technologies.
· Sensor systems.
· Biological technologies.
· Nuclear-related research.
Typical Mitigations
· Export control review.
· Technology classification.
· License assessment.
· Controlled access arrangements.

4A. Artificial Intelligence and Emerging Technologies
Complete this section whenever AI is used.
Examples:
· Generative AI.
· Machine learning.
· Foundation models.
· Bioinformatics AI tools.
· AI-assisted data analysis.
Assess
Training Data
· Source known?
· Permission to use?
· Personal data included?
Security
· Model poisoning risks.
· Data leakage risks.
· Prompt injection risks.
Ethics
· Bias.
· Fairness.
· Explainability.
Compliance
· Export control implications.
· IP ownership.
· Data protection requirements.
Typical Mitigations
· Human review of outputs.
· Approved AI services only.
· Data minimization.
· AI governance review.

5. Potential Misuse and Unintended Consequences
Consider whether research outputs could be misused. 
Examples:
· Dual-use applications.
· Military use.
· Surveillance.
· Weaponization.
· Biosecurity concerns.
Questions
· Could others use the results for harmful purposes?
· Could publication increase risk?
· Could software be repurposed?
Mitigations
· Publication review.
· Access controls.
· Responsible disclosure processes.

6. Legal, Ethical and Compliance Requirements
Confirm that all applicable requirements have been addressed. 
Examples:
· Ethics approval.
· GDPR compliance.
· Biosafety requirements.
· Export control requirements.
· Contract obligations.
· Sponsor requirements.
Evidence
Reference approvals, permits, registrations, or reviews where applicable.

7. Awareness, Training and Incident Reporting
Verify that project participants understand their responsibilities. 
Participants should understand:
· Research security risks.
· Information handling requirements.
· Export control obligations.
· Incident reporting procedures.
· Social engineering threats.
Typical Evidence
· Training records.
· Meeting minutes.
· Completion certificates.

8. Biotechnology, Biosafety and Essential Societal Activities
Complete this section when working with:
· Genetic modification.
· Genomics.
· Synthetic biology.
· Pathogens.
· Vaccines.
· Bioinformatics. 
Consult Relevant Experts If
· Pathogens are involved.
· Dual-use biological risks exist.
· Containment requirements apply.
· Essential societal activities may be affected.

9. Ongoing Risk Management
Risk assessment is not a one-time exercise. 
Review risks whenever:
· New collaborators join.
· Data sources change.
· Technology changes.
· New export control concerns arise.
· New AI tools are introduced.
Recommended review frequency:
· Low Risk: annually
· Medium Risk: every 6–12 months
· High Risk: every 3–6 months

Residual Risk Assessment
After implementing mitigation measures:
1. Reassess likelihood.
2. Reassess impact.
3. Determine residual risk.
Residual risk represents the risk that remains after controls are implemented.
If residual risk remains High, escalation and expert review are required. 

Independent Review
An independent review should be considered when:
· Risk is Medium or High.
· Export control concerns exist.
· International partnerships are complex.
· AI or dual-use technology is involved.
· Biosafety or biosecurity concerns exist.
The reviewer should not be directly responsible for the project.

Before Submission: Final Checklist
Confirm that:
☐ All sections have been reviewed.
☐ Risk ratings are supported by justification.
☐ Mitigation measures are documented.
☐ Risk owners are assigned.
☐ Target dates are defined.
☐ Sanctions screening has been completed.
☐ AI risks have been assessed where relevant.
☐ Supplier and cloud risks have been assessed.
☐ Residual risks have been documented.
☐ Escalation requirements have been evaluated.
☐ Independent review has been completed where required.
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