Research Security, Export Control and Compliance Risk Assessment Template
Project Information
Project Title: ______________________________________
Registration Number/Project Number: ___________________
Department/Equivalent Unit: ___________________________
Principal Investigator (PI): ___________________________
Project Period: ______________________________________
Date of Risk Assessment: ______________________________
Person Responsible for the Risk Assessment: ____________

1. Purpose and Scope
This risk assessment is intended to support the identification, evaluation, and management of risks related to:
· Research security
· Export control
· Information security
· Data protection
· Biosafety
· Biosecurity
· International collaborations
· Third-party risks
· Artificial intelligence (AI) and emerging technologies
· Compliance with applicable laws, regulations, and internal policies
The risk assessment shall be conducted prior to the start of the project and updated whenever project conditions change. [SEmallXCch...ista202610 | Word]

2. Risk Assessment Model
Likelihood
	Value
	Definition

	1
	Unlikely

	2
	Possible

	3
	Likely


Impact
	Value
	Definition

	1
	Low

	2
	Medium

	3
	High


Risk Level
	Risk Level
	Action

	Low
	Managed within the project

	Medium
	Mitigation measures shall be planned

	High
	Enhanced review required before the project may proceed



3. Project Risk Matrix
Risk Score
Risk Score = Likelihood × Impact
Risk Matrix
	Impact / Likelihood
	1 Unlikely
	2 Possible
	3 Likely

	High (3)
	3
	6
	9

	Medium (2)
	2
	4
	6

	Low (1)
	1
	2
	3


Risk Classification
	Risk Score
	Risk Level
	Required Action

	1-2
	Low
	Manage within normal project activities

	3-4
	Moderate
	Mitigation measures should be documented

	6
	High
	Mitigation measures required and monitored

	9
	Critical
	Escalation and enhanced review required



4. Consolidated Risk Register
	Risk Area
	Risk Description
	Likelihood
	Impact
	Risk Score
	Mitigation Measures
	Owner
	Residual Risk

	Research Security
	
	
	
	
	
	
	

	Responsible Internationalisation
	
	
	
	
	
	
	

	Due Diligence of Partners
	
	
	
	
	
	
	

	Export Control
	
	
	
	
	
	
	

	Academic Freedom
	
	
	
	
	
	
	

	Research Integrity
	
	
	
	
	
	
	

	Information Security
	
	
	
	
	
	
	

	Data Protection/GDPR
	
	
	
	
	
	
	

	Biosafety/Biosecurity
	
	
	
	
	
	
	

	AI and Emerging Technologies
	
	
	
	
	
	
	

	Vendors and Cloud Services
	
	
	
	
	
	
	

	Sanctions and International Restrictions
	
	
	
	
	
	
	

	Other Risks
	
	
	
	
	
	
	



5. Research Security and Sensitive Knowledge
Assessment Questions
Does the project involve:
☐ Sensitive information or protected research results?
☐ Personal data or other confidential information?
☐ Technology, software or knowledge that may be used for both civilian and military purposes (dual-use)?
☐ Equipment, materials or methods with potential security implications?
☐ Research in areas identified as critical or strategic technologies?
☐ Technology or knowledge that could be used for surveillance or security-sensitive purposes?
Comments:


6. Information Security and Data Protection
☐ Has the information been classified?
☐ Are access controls in place?
☐ Is multi-factor authentication (MFA) used?
☐ Are secure storage and backup arrangements in place?
☐ Are responsibilities for information management documented?
☐ Have risks associated with information sharing been identified?
☐ Have GDPR-related issues been assessed?
Comments:


7. Third-Party and Supplier Risks
☐ Are external suppliers or consultants involved?
☐ Are cloud services used for storage or processing?
☐ Has the supplier’s security posture been assessed?
☐ Are data processing agreements in place where required?
☐ Is the geographical location of stored data known?
☐ Are incident reporting and monitoring procedures established?
☐ Are procedures for termination of services and data deletion in place?
Comments:


8. International Collaborations and Due Diligence
☐ Does the project involve international collaborations?
☐ Have collaborators undergone appropriate due diligence?
☐ Have ownership and control structures been reviewed?
☐ Does the collaboration involve technologies identified by the EU as strategically important?
☐ Are there links to defence or military activities?
☐ Has sanctions screening been conducted?
☐ Are there plans to transfer data, knowledge or technology outside the EU?
Comments:


8A. Research Security and Responsible Internationalisation
This section is based on principles outlined in the guidance of the Association of Swedish Higher Education Institutions (SUHF), the European Commission Recommendation on Research Security (2024), and guidance issued by the Inspectorate of Strategic Products (ISP) on export control and responsible internationalisation. 
The research security framework is based on a risk-based approach where research security, responsible internationalisation, export control, due diligence of collaboration partners, and the protection of academic freedom and research integrity are mutually reinforcing components of the same governance and risk management process. 
Integrated Assessment
☐ Has the project undergone a comprehensive assessment covering:
· Research security
· Responsible internationalisation
· Export control
· Due diligence of partners
· Academic freedom
· Research integrity
Comments:

Strategic Risk Assessment
☐ Risk of inappropriate transfer of knowledge or technology.
☐ Risk of influence on research integrity or independence.
☐ Risk of influence from a foreign state, state-controlled entity, or external actor.
☐ Risk that research outcomes may be used in ways contrary to Swedish, European, or international security interests.
☐ Risk that the collaboration may affect the institution’s reputation, credibility, or trustworthiness.
Comments:

Collaboration Partners and Organisations
☐ Assessment of organisational structure and governance.
☐ Assessment of ownership and funding.
☐ Assessment of links to military, intelligence, or defence sectors.
☐ Assessment of previous regulatory violations or ethical concerns.
☐ Assessment of risks relating to human rights, research ethics, or academic freedom.
Comments:

Academic Freedom and Research Integrity
☐ Research objectives are determined through academic and scientific considerations.
☐ Publication rights are not unreasonably restricted.
☐ Intellectual property provisions have been reviewed.
☐ Conflicts of interest have been identified and managed.
☐ The project complies with institutional requirements for good research practice and research integrity.
Comments:

Critical and Emerging Technologies
☐ Artificial Intelligence (AI)
☐ Quantum Technologies
☐ Semiconductor and Advanced Electronics Technologies
☐ Biotechnology and Synthetic Biology
☐ Advanced Materials
☐ Robotics and Autonomous Systems
☐ Advanced Computing
☐ Other Strategic Technology Area
Comments:

Risk Mitigation Measures
☐ Restricted access to information or technology.
☐ Enhanced due diligence of collaborators.
☐ Export control assessment.
☐ Legal review of agreements.
☐ Enhanced information security measures.
☐ Research security training.
☐ Other measures.
Description:


9. Export Control
Initial Assessment
☐ Is technology, material, software, technical knowledge, or know-how shared internationally?
☐ Could the project involve dual-use items?
☐ Could export authorisation be required?
☐ Will foreign collaborators gain access to laboratories, equipment, or research infrastructure?
☐ Could the research results have military applications?
Comments:

End User and End Use
☐ Has the end user been identified?
☐ Has the end use been documented?
☐ Is there a risk of military use?
☐ Is there a risk of diversion to a different user or purpose?
☐ Does the project involve sanctioned parties or high-risk jurisdictions?
Comments:


10. Biosafety and Biosecurity
☐ Does the project involve biological agents, toxins, or genetically modified organisms?
☐ Does the project involve synthetic biology or advanced genetic modification?
☐ Could the research increase the capabilities of pathogens?
☐ Has the potential for misuse been assessed?
☐ Has a DURC (Dual Use Research of Concern) assessment been conducted where appropriate?
Comments:


11. Artificial Intelligence and Emerging Technologies
☐ Are AI systems used in the project?
☐ Are sensitive data processed by AI systems?
☐ Could AI systems generate security-critical outputs?
☐ Have risks relating to transparency, bias, and data quality been assessed?
☐ Is there appropriate control over training data and outputs?
Comments:


12. Potential Misuse and Unintended Consequences
Assess whether the research results could be used for:
☐ Military purposes
☐ Weapons applications
☐ Surveillance
☐ Impact on critical infrastructure or essential services
☐ Dissemination of biological or chemical threats
☐ Other harmful purposes
Risk Mitigation Measures


13. Legal and Regulatory Requirements
☐ Research ethics approval requirements
☐ GDPR compliance
☐ Export control regulations
☐ Occupational health and safety requirements
☐ Biosafety regulations
☐ Funder requirements
☐ Contractual and intellectual property obligations
☐ Protective security requirements (where applicable)
Comments:


14. Competence and Training
☐ Project members have received research security awareness training.
☐ Project members have received export control awareness training.
☐ Project members have received information security awareness training.
☐ Incident reporting procedures are known.
☐ Required training has been completed.

15. Overall Risk Assessment
	Risk Area
	Low
	Medium
	High

	Research Security
	☐
	☐
	☐

	Information Security
	☐
	☐
	☐

	Data Protection
	☐
	☐
	☐

	International Collaborations
	☐
	☐
	☐

	Export Control
	☐
	☐
	☐

	Biosafety/Biosecurity
	☐
	☐
	☐

	AI and Emerging Technologies
	☐
	☐
	☐

	Supplier and Third-Party Risks
	☐
	☐
	☐

	Overall Project Risk
	☐
	☐
	☐



16. Decision and Follow-Up
Recommendation
☐ The project may proceed without additional measures.
☐ The project may proceed following implementation of proposed mitigation measures.
☐ The project shall be escalated for enhanced review.
Justification

Next Review Date


Approval
Principal Investigator: _________________________
Department: __________________________________
Date: _______________________________________

Escalation Criteria
Enhanced review should be considered if:
☐ Any area is assessed as high risk.
☐ The project involves critical or emerging technologies.
☐ International collaborations involve high-risk actors or jurisdictions.
☐ Export control concerns have been identified.
☐ There is a risk of inappropriate transfer of knowledge or technology.
☐ Risks to academic freedom or research integrity have been identified.
☐ Significant biosafety or biosecurity risks exist.
☐ Special requirements from funders, authorities, or contractual obligations require additional review. 
Final Recommendation
☐ Approved
☐ Approved with Conditions
☐ Requires Enhanced Review
☐ Not Recommended
Decision Maker: _____________________________
Date: ______________________________________

